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ICS Giants of the Fortune 500 The Frequency and Risk of Data Exposure

Introduction: The Impact 
of Credential Breaches 
and Leaks

Executive Summary

Data exposure creates immediate risks that can cause major im-
pact to operations. Data is exposed in two ways – breaches, which 
are when an attacker deliberately exposes the data, and leaks, 
when data is exposed accidentally. In past incidents, data breaches 
and leaks have included a wide range of data types including ac-
counts, emails, and passwords used in different services as well as 
personal identification codes, addresses, genders, credit card num-
bers, telephone numbers, and personal medical records. It goes 
without saying that this data being compromised can pave the way 
for security incidents.

Targets and the potential impacts of these leaks can vary wild-
ly. For example, if the target of a data breach is the grades of a 
school’s students, the attacker is unlikely to be able to leverage the 
data for financial gain or disruption, and is unlikely to be able to 
use the data to carry out further harm. In contrast, if the target of a 
data breach includes an e-mail account name and password used by 
a technician at a critical infrastructure organization, there is a high 
chance that an attacker can gain privileged access to the critical 
infrastructure network or assets. From there, they can cause cata-
strophic damage. This research intends to simulate the perspective 
and thinking of attackers by analyzing members of the 2021 Global 
Fortune 500 related to critical infrastructure.  By analyzing these 
high-value and critical targets from the perspective of attackers, we 
can show the potential risks of data leakage. In this paper, we will 
explain our research method for analyzing the commonality and 
potential impact of data exposure as well as share the results of 
our analysis.
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What is data exposure?

Generally speaking, the common causes of data exposure fall under the following four types:

1. Vulnerability: In an environment where network managers have not applied the latest security 
patches to systems, attackers can exploit known vulnerabilities to compromise assets. After the 
attacker obtains system privileges, they can perform arbitrary operations or steal sensitive infor-
mation from the system, leading to a breach.

2

2. Phishing: Attackers trick a user into click-
ing malicious links or opening malicious files, 
causing sensitive information to be compro-
mised. Attackers may also falsify an identity 
– for example, the identity of a target’s col-
league –and then use that identity to conduct 
the breach by leading the target to provide 
sensitive information. 

3. Theft: Data records are still commonly 
stored in physical devices (disks, removable 
devices, smartphones, etc.). Attackers may 
breach data by stealing or accessing these 
physical devices.

4. Employee: Because sensitive information 
is mostly in the hands of employees, they can 
intentionally or unintentionally expose pri-
vate or confidential information. This is some-
times called ‘insider threat’.

1Fortune, Global 500, retrieved Sept. 23 2021



ICS Giants of the Fortune 500 The Frequency and Risk of Data Exposure

3

2 Steve Kardon, “Florida Water Treatment Plant Hit With Cyber Attack”, Industrial Defender, Feb. 9 2021

What kind of risks can attackers create by leveraging data 
breaches?

The risk of data breach varies according to the attributes and type of exposed data.

[ Example 1: Online Retailer ]

If an attacker were to breach the customer order database of an online retailer, the data breach 
could immediately effect the online retailer’s reputation and brand value. Attackers could use the 
breached transaction or financial data to conduct online fraud. Further personal data or financial 
account numbers being compromised could cause losses to customers who use the online retail-
er’s e-commerce services.

[ Example 2: Power Grid ]

If an employee account and password for a power control system are breached, the attacker 
can use these breached account passwords to gain access to the network. With an account under 
the attacker’s control, they can create an opportunity to perform malicious operations on the 
power control system, affecting the production and supply of power. The attack can potentially 
impact both the facility’s operations and people’s daily lives, for example by affecting the avail-
ability of power to homes or emergency services. In severe cases, the attack can also create an 
economic impact.
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In one set of 3.2 billion accounts and passwords that was posted on the Internet, many of the 
pieces of exposed data held credentials for accounts related to the Oldsmar Water Purification 
Plant (xxxxx@oldsmar.fl.us). On February 5, an attacker leveraging this information adjusted the 
levels of sodium hydroxide from 100 parts per million (PPM) to 11,100 PPM  via TeamViewer in 
Windows 7. Fortunately, a vigilant employee saw the malicious adjustment as it was occurring 
and stopped it. Although it is impossible to confirm a direct connection between the leak and the 
attack, the timing is very suspicious. If no one had noticed that an intruder had increased the tox-
icity of the plant’s outgoing water and it had gone into homes and businesses, the effects would 
have been catastrophic. However, the likely root cause was a simple data breach of account cre-
dentials, allowing attackers to perform remote attacks at almost no cost. 

Hackers Breached Colonial Pipeline Using Compromised VPN Password – May 7, 2021 

Headquartered in Alpharetta, GA, Colonial Pipeline manages the largest refined-products pipe-
line in the U.S, which is 5,500 miles (8,850 km) long, and transports about 100 million gallons of 
fuel per day. They deliver 45% of the U.S. east coast’s fuel needs (gasoline, diesel fuel, jet fuel, 
home heating oil, U.S. military fuels, and similar products). On May 7, 2021, they were forced 
to shut down their operations as a safety precaution due to a DarkSide ransomware attack, and 
President Joe Biden declared a state of emergency two days later on May 9. According to the fol-
low-up investigation, while the hackers encrypted and locked the system with ransomware they 
also stole 100GB of files from the system, allowing them to conduct “double extortion” against 
the pipeline’s stakeholders and successfully collect a $4.4 million USD ransom. Not only were the 
pipeline’s operations interrupted and the company’s sensitive information breached, the disrup-
tion caused gas prices to rise and the public to panic. It’s important to note that the VPN the at-
tacker accessed was a legacy VPN that was no longer officially in use, but which was secured with 
only a password (no two-factor authentication). Reports have suggested that an employee of the 
company reused the same password on another account that was also breached.

Case Review: 

Damage Caused by Exposed Data

Florida Water Treatment Plant Hit With Cyber Attack – February 5, 2021 

3 Ravie Lakshmanan, “Hackers Breached Colonial Pipeline Using Compromised  
   VPN Password”, The Hacker News, Jun. 7 2021
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4 IBM, “How much does a data breach cost ?”, retrieved Sept. 24 2021

Corporate Network

The image here shows the attacker’s process after obtaining the password. As we can see, ob-
taining the breached or leaked data may also be part of the attacker’s execution of the overall 
attack process. According to data breach research by released IBM in 2021, the cost of a data 
breach in 2021 is US$ 4.24 million, a 10% rise from the average cost in 2020 which was $3.86 mil-
lion. This is a very high figure, and it clearly tells the public that the impact of data leakage can be 
very serious. 

DarkSide Ransomware Attack Case Study
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A Deep Dive into Our 
Data Exposure Analysis System

Finding Exposed Data

Collecting the amount of exposed data necessary for our research has been a massive project. 
Dark web sites and security forums exist all over the world in different languages, and these are 
the places that researchers and attackers will share exposed data. In fact, it is basically impossible 
to collect every piece of exposed data worldwide, so it was necessary to focus mostly on widely 
known and influential data sets. Over the course of this project we collected more than 200 data 
sets, and after normalization and removal of irrelevant information the amount of comprehensi-
ble password and account pairs exceeds 10 billion. Below we partially list some of our data sets 
for reference: 

6
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No. Dataset Content we selected Original Data Miscellany Removed (%) After Cleaning

1 Eatogether

name, gender, birth, phone 
number, address, email, 

password hash (MD5), plain 
text password

673,421 265 0.04% 673,156

2 Linkedin mail, password hash (SHA-1) 250,758,057 173,119,877 69.04% 77,638,180

3 LuminPDF
name, gender, email, pass-
word hash (bcrypt), Google 

access token
24,386,039 8,939,235 36.66% 15,446,804

4 DailyMotion account, mail, password hash 
(bcrypt) 85,199,392 59,856 0.07% 85,139,536

5 MyFitnessPal account, mail, password hash 
(SHA-1) 150,633,047 180,118 0.12% 150,452,929

6 Twitter email, plain text password 71,644,771 15,981,443 22.31% 55,663,328

7 Collection #1_EU combos email, plain text password 223,629,262 365,813 0.16% 223,263,449

8 Collection #1_NEW combo semi 
private_Private combos email, plain text password 1,012,054,241 1,394,649 0.14% 1,010,659,592

9 Collection #1_USA combos email, password hash or 
plain text password 37,968,857 460,276 1.21% 37,508,581

10 AP MYR & ZABUGOR #2_EU + 
RUSSIAN ANTIPUBLIC

email, password hash or 
plain text password 387,776,099 1,566,494 0.40% 386,209,605

11 Collection #2_New combo cloud_
Database Collection_JP Dumps

email, password hash or 
plain text password 28,471,931 272,297 0.96% 28,199,634

12 Collection #2_New combo cloud_
Hacking Related Collection

email, password hash or 
plain text password 457,438 118 0.03% 457,320

13 Collection #2_New combo cloud_
Mail Access Collection

email, password hash or 
plain text password 239,696,110 51,638 0.02% 239,644,472

14 Collection #2_New combo cloud_
Region Specific Collection_IT

email, password hash or 
plain text password 5,203,448 1,643 0.03% 5,201,805

15 Collection #2_New combo cloud_
Region Specific Collection_RU

email, password hash or 
plain text password 338,473,017 4,048,256 1.20% 334,424,761

16 Collection #2_New combo cloud_
Shopping Collection

email, password hash or 
plain text password 155,877,815 15,771,910 10.12% 140,105,905

17 dropbox mail, password hash 68,680,741 187,095 0.27% 68,493,646

18 BreachCompilation email, password hash or 
plain text password 1,400,388,744 4,228,959 0.30% 1,396,159,785

19 tw104 email, ID, phone number, 
address … 5,996,129 91,541 1.53% 5,904,588
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When looking at the tremendous amount of data necessary to produce 10 billion account and 
password pairs, the immediate question is “How can we deal with all of these different sources 
and types of data?” This is the most painful part of the research process, in large part because 
hackers share exposed data in a variety of ways with no standardized formatting. Exposed data 
comes in wildly-varying formats – .sql, .txt, .csv, and others besides. Furthermore the way the data 
is recorded in these files varies as well.

For example, how does one identify fields in a .csv or .sql file? Which fields are needed for re-
search? Which fields are useful? Do the data in these fields need format verification? Each sepa-
rate piece of data needed to be manually evaluated one at a time. At the same time, in different 
files the symbols used to categorize or divide the text vary as well – periods, colons, spaces, and 
other mechanical characters might be used in wildly varying ways. There might also be various 
kinds of prefixes, comments, and other miscellaneous additions or notations in varying formats 
and styles. We needed to find a way to normalize the data while removing invalid or irrelevant 
data to put it into a format that we could use for analysis, and the issue of storing this immense 
collection of data also quickly became an issue. In the sections to come, we will show how we suc-
cessfully overcame each of these challenges.

8

The Pain Points of Massive Data

Source: Jose Pagliery, “Hackers selling 117 million LinkedIn passwords”, CNN Business, May 19 2016

( :s are used to divide email and password hash)
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Source: Jeremy Kirk, “Lumin PDF Leak Exposed Data on 24 Million Users”, Bank Info Security, 
Sept. 18 2019

(.csv format including name, email, and password)

Source: Marianne Kolbasuk McGee, “32.8 Million Twitter Credentials May Have Been Leaked”, 
Bank Info Security, June 9 2016

(Using ‘:’ to divide email and password)
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Source: Joshua Long, “Collection #1 (and #2-5) are the latest massive password dumps”, 
Jan. 18 2019

(Using ‘  ‘ to divide email and password) (Unnecessary prefix included)

(Using ‘;’ to divide email and password) (The file included comments from 
the person who compiled it)

(.sql format including name, email, password, birthdate, and gender, as 
well as some other unusual details…)
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Data Breach Analysis System Overview

In this part, we will show how we processed these huge sets of heterogeneous data to facilitate 
our subsequent analysis. Basically, the process of the entire analysis system can be divided into 
7 steps, most of which are automated procedures. Analysts can then drive the entire analysis by 
query.

11

Before attempting to acquire exposed data, we first searched for news related to data leaks 
and data breaches to confirm which data exposures attracted the most attention. We then start-
ed our in-depth exposed data collection operation. We manually inquired on major forums and 
the dark web, collected the leaked data gradually and safely, manually verified the data’s integ-
rity, and then added the data set to our research set after confirmation. For some examples of 
news we found in our research, please see the examples that follow.

1. [ Manual ] Acquire chaotic format leaked data: 

The overview of the in-depth analysis system
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To begin the second step, we manually analyzed the format and contents of each data set. The 
content of exposed data sets is often very diverse. From the perspective of an attacker, obtaining 
account numbers, emails, passwords, addresses, and so on is very helpful for attackers. It helps 
them to obtain specific account permissions. We needed to regularize that data. However, extra 
information in the file can sometimes add value from the perspective of an attacker. For example, 
sometimes the listed account password has been modified by the user, but the extra information 
on the file could provide a hint about how to guess the user’s password logic, allowing the at-
tacker to obtain access permission for the user’s account anyway. For this reason we selected the 
data we want to analyze in the second step, normalized it through a script and converted it into 
parquet format. There are two reasons for converting files to parquet. First, the file size is smaller 
than the csv or json formats, which saves storage space. Second, parquet supports better cloud-
based searches related to other formats.

2. [ Semi-Automatic ] Split the data, formalize it, and convert it to parquet: 

Based on the data present after normalization, files will be automatically saved to AWS S3 for file 
storage.

3. [ Automatic ] Upload parquet files to AWS S3:  
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When the file is finished transferring to the AWS S3 folder, it will automatically trigger subse-
quent processing in Lambda. Lambda is a serverless computing service which we used to drive 
the translation of S3 data into AWS Athena to analyze the corresponding content.

13

4. [ Automatic ] Subsequent processing with Lambda: 

5. and 6. [ Automatic ] Call Athena to add partition and 
finish storage of formalized data:  

7. [ Manual ] Query Athena to retrieve the analyzed leaked data:   

When Athena receives Lambda’s instructions, it will cut the partitions. After that, all the data 
will be prepared, and the analysts can query and analyze them at any time according to their 
needs.

The last step is also a step that we follow our research direction. Taking this book as an exam-
ple, we used the Global Fortune 500 in 2021 as the target of our analysis. Therefore, analysts first 
needed to study the Global Fortune 500 and explore the mail domains used by these companies 
before using the analysis system for data mining.
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Mapping the Potential Risks of 
Data Exposure to MITRE 
ATT & CK for ICS

Overview: MITRE

MITRE is an American non-profit organization founded in 1958. The organization is supported 
by a number of US government organizations including the Department of Homeland Security, 
the Department of Defense, and the NIST. MITRE operates the Common Vulnerabilities and Expo-
sures (CVE) project. At the same time, in order to further clarify threats, their specially established 
ATT&CK (Adversarial Tactics, Techniques & Common Knowledge) database provides globally-ac-
cessible knowledge of adversary tactics and techniques based on real-world observations. They 
have not only released Enterprise and Mobile versions, but also a version for ICSes. Below we will 
use ATT&CK for ICS to explain.

14

“MITRE ATT&CK for ICS is a knowledge base useful for describing the actions an 
adversary may take while operating within an ICS network.”

5 MITRE, “ATT&CK for Industrial Control Systems”, retrieved Sept. 27 2021
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Our Targets for Analysis: 
ICS Giants of the Global 
Fortune 500

Based on the knowledge that modern attackers are usually operating with the goal of monetary 
gain, chose to focus on the 2021 release of the global Fortune 500.  We mapped which compa-
nies’ business categories related to critical infrastructure, and then selected the analyzed targets 
for further analysis. At the same time, we have integrated the classifications more completely ref-
erenced on the classifications provided by the global Fortune 500. For details, please refer to the 
following table:

16

6 Fortune, Global 500, retrieved Sept. 23 2021

Among our analysis targets, not all industries are related to critical infrastructure. We also fil-
tered out organizations that are not related to critical infrastructure or that primarily used public 
email services. We were able to narrow our scope down to a total of 456 companies.

Oil and Gas Power and Utilities Manufacturing Healthcare
Refining,
Petrochemical Manufactur-
ing,
Chemical Manufacturing,
Field Pipeline,
Gas Stations,
Production Operations,
Others

Renewable Energy,
Thermal Power Plants,
Power Grid,
Power Substations,
Others

Smart Manufacturing,
Food & Beverage,
Mechanical,
Semiconductors,
Critical Manufacturing,
Defense Manufacturing,
OEM/ODM,
Others

Hospital,
Pharmaceutical,
Medical Center,
Biotech,
Others

Transportation Automotive Communications Information Technology
Aviation,
Railway / High Speed Rail, 
Bus, MRT (Metro Rapid 
Transportation),
Logistics,
Others

Car OEM (Manufacturers),
Tier 1 (Direct supply to 
OEM),
Tier 2 (No direct supply to 
OEM),
Tier 3 (Raw materials suppli-
ers),
Others

Owners and operators of 
the majority of the communi-
cation infrastructure

Producers and providers 
hardware, software, and 
information technology 
systems and services

Building Commercial Facilities Finance and Economics Other Verticals
Lighting Controls and Auto-
mation,
Construction,
Elevator Management,
HVAC,
Others

Entertainment and Me-
dia,Gaming (e.g., casinos),
Lodging,
Outdoor Events,Public 
Assembly,
Real Estate,Retail,
Sports Leagues

Depositors of Funds and 
Payment Transmitters,
Credit and Liquidity Provid-
ers and Managers,
Investment Services,
Transferrers of Financial 
Risk Between Customers

Water Treatment,
Waste Management,
Scientific Experimentation,
Others
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Potential Risks

Before delving into the results of our analysis, we want to re-emphasize the potential risks that 
data exposure creates. As mentioned previously, there are already documented real-world cases 
of hackers using exposed system or VPN passwords to execute serious attacks on critical infra-
structure. Moreover, we have found that many operational environments allow employees using 
a VPN to operate the system directly. We even found environments full of protocol, system, and 
configuration vulnerabilities. If a hacker successfully compromises a VPN using exposed data, it’s 
easy for them to paralyze the system or cause devastating consequences.

17
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Legacy ICS Protocols which Allow an Attacker Perform 
Command Injection to an HMI 

On a system using public protocols, hackers can easily sniff and analyze traffic. The following 
pictures show how to use a man-in-the-middle (MITM) attack to perform command injections to 
the HMI over the Modbus protocol.

18

PLC, HMI Water Tank

Normal Status

Spoof Reporting Message to HMI
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Legacy ICS Protocols Allow an Attacker Perform Command 
Injection on the PLC 

Even if the system is using private protocols, hackers still have chance to crack the traffic if 
they have multiple opportunities to experiment. The following images shows how to use the 
MELSEC protocol to perform command injection to a Mitsubishi PLC.

19

HMI Field Device

Normal Status

Attacker View/ Run Exploit Code
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Web Security Flaws Targeting the Control PLC

We often see a lot of IoT or ICS devices with integrated web services. Sometimes this offers 
powerful functions allowing users to execute almost any command. Due to web services not be-
ing a primary management method used by operational technology engineers, they sometimes 
won’t know that their devices have a convenient way for hackers to take direct control.

The figure shows web service for a Schneider PLC. Due to a security misconfiguration, hackers 
have an opportunity to tamper with the PLC.

20
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The Exposed Risk Analysis

In this part, we’ll discuss the relationship between email and password in different sectors and 
different countries. From the 2021 Fortune 500, we filtered 456 companies into our collection of 
analysis targets related to Critical Infrastructure. From those companies, we found 4 companies 
use public email services, and we excluded those. This left 452 companies total in the exposed 
data count and our data exposure ratio chart. Furthermore, from those 452 companies, we found 
many passwords which were not plain text, which we excluded. This does not mean that these 
kinds of passwords do not create cyber risk, just that we did not spend the resources to crack 
these passwords into plain text. For these reasons, you will see a total of 427 companies in the 
Password Strength Mapping Dictionary Mapping Ratio chart.

We would like to define some terms and calculations before you read the analysis results.

Exposure Count: A calculation of  the total amount of exposed data for each field or country 
from our datasets.

Exposure Ratio: To reach this ratio, we calculated (exposure count) / (the total number of em-
ployees for each field or country). We consider this ratio as a way to show an organization’s 
awareness of information security.

Password Strength: In addition to counting the exposure ratio, we wanted to factor in informa-
tion related to details about the data. We used an algorithm to score the exposed passwords.

1: Very guessable, protection from throttled online attacks.

2: Somewhat guessable, protection from unthrottled online attacks.

3: Safely unguessable, moderate protection from offline attacks.

4: Very unguessable, strong protection from offline attacks.

Dictionary Mapping Ratio: To show if dictionary attacks would be an efficient strategy, we also 
checked the ratio of passwords that map to the top 100,000 password dictionaries. We define 
that as (the total number of passwords which can be mapped to the dictionary for each field or 
country) / (the total number of exposed passwords for each field or country). The higher the ra-
tio, the more guessable the information is to hackers.

21
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Data Exposure Count

In the figure shown below, the number in brackets represents the total number of companies 
included in that field or country. In Fortune’s 2021 Global 500, the top 3 sectors for amount of 
companies were Finance and Economics, Manufacturing, and Oil and Gas. The top 3 countries by 
amount of companies are China, the US, and Japan.

It is worth noting that although the number of companies in Information Technology, Commu-
nications and Healthcare does not place them in top 3 for number of companies by sector, they 
have a vast amount of data exposed on the internet. 

Similarly, the UK, Germany and Switzerland also have a situation where they don’t have as many 
companies as other countries but still have a large risk of data exposure. We analyzed the data 
and found that manufacturing is one of the key exposure targets in those countries, and the man-
ufacturing sector includes suppliers of critical equipment. 

Based on the MITRE ATT&CK for ICS, we know that Supply Chain Compromise is an important 
tactic for initial access. If a supplier is compromised, by manipulation of development tools and 
environments or manipulation of developed products, this may allow hackers to compromise and 
replace legitimate software and patches, such as on third party or vendor websites. Compromised 
or replaced devices may be introduced to the global supply chain and acquired by asset owners 
and operators. This, in turn, creates a serious safety and operational risk.

22
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Data Exposure Ratio

Out of the 12 verticals we checked, the highest exposure ratios we found were in the Commu-
nication and Information Technology sectors. It is interesting that in more high-technology rele-
vant sectors, employees are skillfully using their information technology-related skills in practical 
applications while still carrying a high rate of exposure.

From another point of view, countries with higher exposure rates include the UK, Switzerland 
and the US. Comparing the data exposure ratio of specific sectors within each country, we found 
that in the UK, the Oil and Gas sector has a higher exposure ratio, in Switzerland, the Finance and 
Economics and Healthcare sectors have higher exposure ratios, and in the US, the Information 
Technology and Oil and Gas sectors have higher exposure ratios.
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Password Strength 

From the figure, we found the score of their password strength for sectors or countries are 
obviously insufficient. The average score is around 1 or 2. It means hackers could easily guess em-
ployee passwords in a throttled or unthrottled online environment.

We list the passwords that appear frequently in various sectors is including ‘123456’. ‘password’, 
‘aaron431’, and ‘FQRG7CS493’. They have more than 300,000 hits when compared to a list of 
8,000,000 exposed passwords.

The result is similar to listings of the overall most commonly used passwords. There is not much 
difference between password usage habits for employees in critical infrastructure or common us-
ers. We should face up to the problem of insufficient cybersecurity training for critical infrastruc-
ture employees.
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Dictionary Mapping Ratio 

As a way of measuring password strength, we also mapped exposed passwords we collected to 
the top 100,000 password dictionaries.

From the figure, we can know the mapping ratio by sector or by country ranges from 9% to 
25%. This relatively high mapping ratio shows again a lack of cybersecurity awareness for critical 
infrastructure employees.

According to our own research, the top initial infection vectors for ransomware attacks on orga-
nizations with operational technology networks include Phishing, Stolen Credentials and Remote 
Desktop. These vectors are all highly related to data breaches. From exposed emails, names, and 
other data sets, hackers could use more targeted spear fishing on employees in critical infrastruc-
ture. From exposed user names and passwords, hackers have more opportunities to crack remote 
services, especially if the company doesn’t have adequate security.

The most troubling detail is that typically deploying ransomware is the last part of an attack on 
critical infrastructure. Hackers are likely to hide their tracks until they execute a devastating at-
tack at an opportune moment.

28
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Summary and Mitigation

So far, we’ve found over ten million exposed account and password pairs belonging to employ-
ees of critical infrastructure organizations, and most of the data sets holding this information can 
be downloaded from the public internet. Even though we found account information from critical 
infrastructure organizations in these data sets, we can easily see that thus far there is not a direct 
relation between what’s present and compromised companies in critical infrastructures.

It’s important to note that when a company has been compromised, it does not only affect the 
company itself. Customers will also be affected. For example, imagine that an employee working 
in critical infrastructure signs up as a member of a restaurant’s online service. If the restaurant is 
compromised, their exposed data may be a very powerful resource for attackers to use in a phish-
ing or watering hole attack on the organization, or even to brute force the VPN and access the 
operational environment.

So that, no matter whether your company has itself been hacked or not, it is difficult to prevent 
the risk created by exposed data. 

Back to our research result - in the 12 sectors we looked at, the highest exposed data ratios be-
long to the Communication and Information Technology sectors. It is interesting to note that the 
two industries with the highest leakage rates are both high-technology – while they make good 
use of their essential skills, somehow they also indirectly carry a high exposure rate.

Lastly, we found that weak passwords were common in most sectors – about 19% of passwords 
could be mapped to the top 100,000 password dictionaries successfully. Reflecting on employ-
ees’ password usage habits, if the company doesn’t have suitable security management hackers 
and crackers do not need to spend much effort to guess or brute force employees’ credentials, 
leading to remote systems being more easily compromised.
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For organization wishing to prevent these kinds of situations from occurring, we recommend the 
following defensive measures:

Security Awareness Training

• Employees in critical infrastructure need to be fully trained in the basic principles of cyber          
security. They need to know all the risks of sharing their data to external services and that they 
should never reuse the same password for their critical account.

• Employees must know not to click unsolicited attachments or web links in emails, especially sus-
picious emails.

• Employees should have an overview of how to recognize and avoid e-mail scams.

• Employees should have an overview of how to spot and avoid social engineering and phishing 
attacks.

Security Management

• Companies can use an Active Directory (AD) server to manage employee accounts. An AD server 
can enforce employees to use more secure credentials as well as introduce a two-factor authen-
tication mechanism to reduce the risk that an attacker can log in even after obtaining avalid ac-
count and password.

• Companies can use secure remote access methods such as VPNs (Virtual Private Networks).
Keep in mind that a VPN is only as secure as the devices connected to it, and that VPN clients 
must be kept updated to the latest version available. To avoid security falling to a brute force 
attack, it is better to use a Two-Factor Authentication mechanism for remote access.

• If possible, use more secure configurations for assets and regularly schedule updates and patch-
ing for assets and software. In our own experience, we frequently find assets and software still 
using old versions, or even find IoT devices or switches still using the default password.

• Minimize control system exposure to the network, or segment control systems separately from 
the business network. TXOne’s Edge series, with its inbuilt network segmentation and virtual 
patching technology, is one solution that can take on both of these challenges. Learn more 
about network segmentation from our white paper “Network Segmentation: The OT  Standard 
for Industry 4.0”.
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TXOne Networks

Visit https://www.txone-networks.com for more information.
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https://www.linkedin.com/company/txone-networks/posts/?feedView=all
https://twitter.com/TXOneNetworks
https://www.youtube.com/channel/UCXLTz82O6dLGwTJeaSp_kGA
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