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01. Introduction 
 

Although no new ICS-specific malware or ransomware has emerged publicly, multiple incidents 
between January and July indicate a continued rise in ransomware attacks affecting OT 
environments. These OT incidents also closely correspond to active ransomware groups in 2025 
who are widely attacking industries such as manufacturing, healthcare, and information 
technology. In addition, we noticed that in 2025, both APT groups and active ransomware 
groups have been exploiting new vulnerabilities in perimeter devices to gain initial access. 
Delays in patching can often open a gateway for threat actors to infiltrate OT environments. 
Also, as seen from Microsoft, CrowdStrike, and Google proposing to standardize threat actor 
naming in June 2025, IoC (Indicators of Compromise) sharing still has its limits in cybersecurity. 

Since cyberattacks against OT environments have become an inevitability, robust cybersecurity 
is necessary for OT operations to remain stable. Multi-layered defense measures should be used 
to suppress potential threats, uncover a wide range of risks, and deliver precise and rapid 
detection and response. To combat emerging threats, the TXOne Threat Research Team 
continuously collects and analyzes OT threat intelligence (see 2. Cyber Threat Landscape as of 
July 2025). 

With the trend of OT systems interconnecting, attacks are becoming increasingly effective at 
directly or indirectly impacting the operation of OT environments. For example, in April this 
year, the control system of a dam in Norway was breached. The threat actor manipulated an 
internet-exposed control panel, bypassing authentication to access the OT environment. They 
successfully manipulated the dam’s valves, and the incident went undetected for four hours. 
Moreover, we have observed that both APT groups and active ransomware groups continue to 
weaponize vulnerabilities in OT perimeter devices to carry out initial access. In July 2025, 
UNC3886, known for targeting both OT and IT systems, launched attacks against critical 
infrastructure in Singapore. In the past, UNC3886 exploited zero-day vulnerabilities in Fortinet 
and Juniper devices (such as CVE-2022-41328 and CVE-2025-21590). Perimeter devices have 
become key to unlocking access to OT environments, indicating a shift in the OT threat 
landscape. OT environment owners should remain vigilant and quickly adapt to the new attack 
threats. This white paper outlines the cyber threat landscape up to the end of July 2025 and 
provides an in-depth analysis of ransomware and ICS malware impacting OT environments. 

 

 

 

 

https://www.microsoft.com/en-us/security/blog/2025/06/02/announcing-a-new-strategic-collaboration-to-bring-clarity-to-threat-actor-naming/
https://www.microsoft.com/en-us/security/blog/2025/06/02/announcing-a-new-strategic-collaboration-to-bring-clarity-to-threat-actor-naming/
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02. Cyber Threat Landscape as of July 2025 

 

 

Figure 2-1. Cyberattack incidents that directly or indirectly impacted OT environments 

 

Figure 2-1 shows cyberattack incidents that impacted OT environments through the end of July 
2025, based on our cyber threat intelligence. In March and June, the ransomware group Play 
targeted multiple manufacturing plants in the Food & Beverage sector. In publicly disclosed OT 
incidents, Qilin is still an active ransomware group. By the end of July, Qilin and Play accounted 
for approximately 15% and 9% of all reported victims, respectively (as claimed by the 
ransomware groups). As our Annual OT/ICS Cybersecurity Report 2024 mentioned, ransomware 
groups frequently targeted the healthcare sector. Among them, Qilin has also been observed 
leveraging newly disclosed vulnerabilities in perimeter devices as one of its initial access 
methods. Unsurprisingly, similar strategies have been adopted by nation-state APT groups. 
Both UNC5221 and UNC3886 have been known to weaponize perimeter devices vulnerabilities 
this year. 

 

 

 

 

 

 

 

https://www.dairyherd.com/news/business/multiple-dfa-manufacturing-plants-experienced-ransomware-attack
https://www.txone.com/security-reports/ot-ics-cybersecurity-2024/
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Considering how versatile threat actors have become, it is unlikely we can fully prevent threats 
from reaching OT environments. This increases the urgent demand for enhanced cybersecurity 
in critical infrastructure to combat their tactics. Based on cybersecurity incidents in 2025, we 
have observed the following landscapes and threat trends: 

• Active ransomware groups in 2025 are also the most impactful threats to OT 
environments. The ransomwares these groups use commonly employ evasion techniques 
to obstruct analysis. (A deeper analysis of ransomware is provided in 3. In-Depth Analysis 
of Active Ransomwares of this paper.) 

Based on claims from ransomware groups, as of the end of July, the most active 
ransomware groups include Clop, Akira, Qilin, Play, and SafePay. For example, in May, 
Qilin targeted Covenant Health, resulting in the shutdown of healthcare systems across 
the hospitals. Ransomware attacks driven by financial motivation are increasingly likely 
to impact OT environments as well. The Honeywell 2025 Cyber Threat Report highlights 
this trend, noting a surge in ransomware attacks against manufacturers during the first 
quarter of 2025, with Clop identified as the most active attacker. 
 
Unlike multi-extortion strategies in the past, some ransomware groups have simplified 
their strategy. For example, Play, Akira, and LockBit have in several cases abandoned file 
encryption behavior, and instead gone directly to exfiltrating data for extortion. 
Furthermore, some attackers did not even conduct an actual attack against the victim, 
they published data leaked from third-party sources to extort victims, putting them 
under pressure and at risk. A notable example is Babuk2, who re-extorted victims by 
leveraging data leaked by other ransomware groups. 

 

Figure 2-2. Active ransomware groups as of July 2025 

https://industrialcyber.co/reports/new-honeywell-2025-cyber-threat-report-reveals-ransomware-surges-46-percent-with-ot-systems-as-key-targets/?utm_source=chatgpt.com
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Our threat research team observed that most active ransomwares commonly adopt 
evasion techniques or employ specific programming languages to raise the bar for 
analysis, as shown in Figure 2-3. For instance, Qilin writes in Golang and leverages static 
compilation of libraries, making analysis more time-consuming. On the other hand, Play 
uses tools such as GMER, IOBit, and PowerTool to disable antivirus software. 

Furthermore, with the development of AI technologies, threat actors can design highly 
targeted phishing campaigns, while the barrier to ransomware development is also 
lowered. FunkSec, which emerged in late 2024, used AI assistance to design custom 
attack tools. Like Akira, its ransomware is written in Rust, with heavy static linking, 
monomorphization, and function inlining that significantly raise the cost of reverse 
engineering. 

 

Figure 2-3. Techniques used to raise the bar for analysis 

 

• Nation-state APT groups continue to target critical infrastructure as their primary 
objective. Critical infrastructure owners must stay vigilant against ICS malwares as well as 
zero-day vulnerabilities in perimeter devices. (A deeper analysis of ICS malwares is 
provided in 4. In-Depth Analysis of ICS Malwares of this paper.) 

A significant number of threat campaigns carried out by nation-state APT groups were 
identified. For example, Salt Typhoon conducted cyber-espionage actions in January 
targeting high-value intelligence assets such as Charter Communications, Consolidated 
Communications, and Windstream, while in June, the U.S. satellite communications 
provider Viasat was also identified as a victim. 

Currently, these activities remain in the espionage stage, but lessons from the 2024 
Russia-Ukraine conflict and the Israel-Iran tensions clearly show that, during periods of 
heightened conflict, the use of targeted ICS malware can increase significantly. Examples 
such as Fuxnet, FrostyGoop, and IOCONTROL illustrate how ICS-targeted code can  

https://www.bleepingcomputer.com/news/security/telecom-giant-viasat-breached-by-chinas-salt-typhoon-hackers/
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disrupt OT environments in the oil and power sectors, with the potential to cause large-
scale physical damage. To date, we noticed that a large number of ICS malwares were 
identified in 2024 and were actually used to attack critical infrastructure expanding our 
understanding of these threats. (Note: ICS malware refers to publicly known malicious 
software that has been deployed or attempted in real-world environments, characterized 
by its focus on ICS components.) 

 

Figure 2-4. Attacks on critical infrastructure 
 

Analysis of ICS malware over the years clearly indicates that most of these threats 
originate from nation-state actors, targeting high-value critical infrastructure, 
particularly in the power, oil, and utilities sectors. Modern ICS malware shares several 
commonalities with ransomware trends. For example, FrostyGoop is written in Golang 
and uses techniques such as string concatenation and anti-debugger for obfuscation and 
evasion. On the other hand, IOCONTROL is a weaponized attack module designed for a 
variety of connected devices, including PLCs, HMIs, firewalls, IP cameras, and routers. The 
APT group behind IOCONTROL was identified by OpenAI as using ChatGPT to assist in 
bypassing PLC protections and developing Bash and Python scripts for offensive 
purposes. 

• Threat actors continue to use ransomware to target OT environments even after a 
ransomware group has shut down its RaaS service. In some cases, nation-state APT 
groups collaborate with ransomware groups to carry out attacks. Therefore, whether a 
ransomware group is active or not, OT environments must maintain defensive measures 
against it. 

The BlackCat ransomware group successfully attacked the U.S. healthcare service 
provider Change Healthcare in 2024, obtaining a ransom of $22 million before 
disappearing from public view. However, we observed that even though BlackCat has  
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shut down its dark web forums, some threat actors continue to use BlackCat-related 
ransomware to target OT environments this year. While the actor of these incidents is 
unidentified, it is not uncommon for threat actors to employ ransomware developed by 
other groups. For example, the Scattered Spider cybercriminal group has previously 
deployed BlackCat ransomware after successful intrusions. In April 2025, Scattered 
Spider also used DragonForce ransomware to attack Marks & Spencer, a major UK 
retailer, causing widespread business disruption. 

We have also observed that nation-state APT groups leverage known ransomware to 
further their objectives. For example, the China-backed ChamelGang uses ransomware to 
obscure their attack intentions. The North Korea-backed groups Moonstone Sleet and 
Jumpy Pisces collaborated with Qilin and Play ransomware in February 2025 and late 
2024, respectively, to launch attacks globally. These cases show that APT groups with the 
capability to access OT environments may deploy either active or inactive ransomware 
groups depending on their objectives. Therefore, industries such as semiconductors, 
manufacturing, oil, automotive, and pharmaceuticals must fortify themselves against not 
only active ransomware threats but also dormant ransomware variants that may 
resurface. 

 

Figure 2-5. Nation-state APT groups acting as access brokers for ransomware attacks 

 

 
 
 

https://www.bleepingcomputer.com/news/security/marks-and-spencer-breach-linked-to-scattered-spider-ransomware-attack/
https://www.bleepingcomputer.com/news/security/marks-and-spencer-breach-linked-to-scattered-spider-ransomware-attack/
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03. In-Depth Analysis of Active Ransomwares 
 

As of the end of July, active ransomware groups include Clop, Akira, Qilin, Play, and SafePay 
(see Figure 2-2). Unlike APT attacks, most ransomware groups adopt a widespread attack 
strategy, making them some of the most common threats to OT environments. The Honeywell 
2025 Cyber Threat Report indicates that Clop was the most active ransomware at the beginning 
of 2025. Public OT incidents also shows that Qilin is one of the most significant threats. The 
most severely impacted industries include manufacturing and healthcare. 

However, with the combination of AI assistance and cooperation with APT groups, ransomware 
groups are now capable of more sophisticated methods to infiltrate OT environments. For 
instance, Qilin was observed in May 2025 leveraging a firewall vulnerability for initial access. By 
analyzing the behaviors of active ransomware groups, we found that most now adopt advanced 
evasion techniques, which not only challenge security products but also increase the analysis 
time required by researchers. In response, we conducted an in-depth analysis of active 
ransomware in 2025, including Clop, Qilin, and SafePay. We also analyze EKANS since it’s ICS 
ransomware. 

 

Clop 
• Language: C++ 

• Target: Manufacturing, Healthcare, Retail, Transportation, Automotive, Energy, 
Aerospace, and more 

• First observed: February 2019 

• Victims in 2025 through July: 406 (as claimed by the ransomware gang) 

• Tags: 

o Exploits Cleo file transfer system vulnerability (CVE-2024-55956) 

 

Our analysis is based on Clop ransomware samples from 2025. We found that they were 
developed in C++ and required registration as a system service to execute. This indicates that 
the malware was not distributed through common methods such as mass spam or drive-by 
infections. Instead, the attacks relied on sophisticated intrusions in which threat actors 
manually disabled antivirus software, deployed the ransomware, and registered it as a service 
to launch the attack. The overall execution flow is illustrated in Figure 3-1. 
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Figure 3-1. Clop execution flow 

 

Running through a service also means that this sample can perfectly evade mainstream 
automated sandbox detection engines. The main reason is that when the sample is executed, 
automated sandboxes typically cannot provide the sufficient level of privileges (NT 
AUTHORITY\SYSTEM). As a result, automated sandboxes observe the sample’s behavior only as 
a crash state. This occurs because both StartServiceDispatcherW() and 
RegisterServiceCtrlHandlerW(), which communicates with the Service Control Manager (SCM), 
fail to trigger the behavior due to insufficient privileges (see Figure 3-2). 

 

Figure 3-2. Failed to trigger the behavior due to insufficient privileges 
 

In addition, we observed that the sample first checks the victim’s regional language in WinMain, 
relying on GetTextCharset() to verify the character encoding used by the system display. If a 
Russian-related language is detected, the sample does not proceed with its ransomware 
behavior. Instead, it retrieves the full path of cmd.exe from %ComSpec% and issues a command 
via ShellExecute() to delete itself, thereby removing indicators (see Figures 3-3 and 3-4). 
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Figure 3-3. Checks the victim’s regional language 

 

 

Figure 3-4. Retrieves the full path of cmd.exe to issue self-deleting command 
 

Upon successfully executing the sample, it invokes StartServiceCtrlDispatcherW() to interact 
with the SCM. The corresponding service entry point is the function sub_9540C0(), as shown in 
Figure 3-5. 
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Figure 3-5. Interacts with the SCM 
 

Moreover, the sample disguises itself as a service named TechinicalOwnerProduct, attempting 
to masquerade as a benign technology-related service to avoid detection by the victim. If the 
victim attempts to disable this service through the native SCM interface, the service proactively 
sends a request to notify the SCM that it is currently in a busy state, resulting in termination 
refusal (SERVICE_STOP_PENDING). This mechanism ensures the ransom_main() routine is not 
interrupted (see Figure 3-6). 

 

Figure 3-6. Notifies the SCM that it is in a busy state 
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Upon entering ransom_main(), the ransomware conducts anti-sandbox/virtualization 
techniques. It checks if the return value of GetCurrentThread() is positive to make sure the 
ransomware is not in a virtualized environment. After 5 seconds of sleep, the ransomware 
issues a large number of calls to EraseTape, DefineDosDeviceA, and GetACP, injecting 
approximately 6,660,000 meaningless instructions. This behavior is designed to exhaust system 
capacity and cause automated sandboxes to terminate analysis, as shown in Figure 3-7. 

 

Figure 3-7. The sample deploys anti-sandbox/virtualization techniques 

 

After confirming that the victim system is not running in a sandbox or virtualized environment, 
the sample performs string-based checks to identify security products. If any of the products 
shown in Figure 3-7 are detected, the sample refrains from executing highly sensitive behaviors 
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such as Delete Shadow Copy, which would be easily detected as a malicious service by security 
products. Conversely, if none of the listed protection products are found in the victim’s system, 
the ransomware invokes generate_bat_and_run(), which decrypts a .bat file from its resource 
section and executes it to perform Delete Shadow Copy, as shown in Figure 3-8. 

 

Figure 3-8. Decrypts a .bat file from its resource section and executes it to perform Delete Shadow Copy 
 

Since Delete Shadow Copy is a highly sensitive operation, this sample stores the command in an 
XOR cipher encryption in the PE resource section (see Figure 3-9). At runtime, it dynamically 
decrypts the content, writes it as upwindowsetsecurity.bat, and executes Delete Shadow Copy 
via ShellExecuteA. Immediately afterward, it deletes the .bat file as part of its evasion 
technique. It is noteworthy that the malicious service invokes ShellExecuteA + open to call File 
Explorer to trigger the .bat file. This trick makes it difficult for many endpoint defense products 
to trace the .bat file’s execution back to the process tree. 
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Figure 3-9. Stores the command in an XOR cipher encryption in the PE resource section 

 

After executing Delete Shadow Copy, the sample proceeds with ransomware behavior. First, it 
creates a mutex to ensure that no duplicate instances of the ransomware are running. Next, it 
creates two threads to handle additional tasks (kill_process_byhash and 
encrypt_all_remote_dir). The sample then enumerates the 26 local drive letters (A:\ ~ Z:\) to 
encrypt their contents (see Figure 3-10). 

• kill_process_byhash – It uses the ROR hash method to compare strings. When the 
calculated ROR_Hash(Process Name) matches a preconfigured target, the sample abuses 
high privilege (NT AUTHORITY\SYSTEM) to forcibly terminate the corresponding 
processes. Since the hash algorithm is one-way, it is difficult to revert back to the original 
process names. Typically, targeted processes include high-value applications such as 
Office, SQL, and Adobe products, ensuring that the ransomware can successfully encrypt 
critical files. 

• encrypt_all_remote_dir – If the victim can access network shares, the sample enumerates 
directories up to two levels deep using WNetOpenEnumW and WNetEnumResourceW to 
identify writable remote files and encrypt them. 

After encrypting all files, the ransomware additionally targets files located on the victim’s 
desktop by retrieving the path via SHGetSpecialFolderPathW to ensure the victim is aware of 
the ransomware attack. The encryption uses an asymmetric public key, which is embedded in 
the sample. 
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Figure 3-10. Creates two threads to handle additional tasks 
 

Additionally, this sample employs a multi-threaded design to encrypt as many files as possible in 
the shortest time. First, the sample records the files intended for encryption in a custom C 
struct, Parameter, which stores information such as fileSize, fileName, searchPath, and 
keyInput. Separate threads are then created to execute encrypt_file for the encryption tasks 
(see Figure 3-11). 
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Figure 3-11. Records the files intended for encryption in a custom C struct Parameter 

 

To prevent double encryption, the encrypt_file function checks whether the first 8 bytes of the 
target file contain the string "ransomware". If they do not, the original file is marked as NTFS 
hidden and its size is evaluated. The sample then applies different encryption algorithms 
depending on the file size. Afterward, it reads the file content, deletes the original file, and 
generates a random AES key, which is itself encrypted using RSA. Lastly, the encrypted content 
is written to a new file with the same name but appended with a specific extension (see Figures 
3-12 and 3-13). 
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Figure 3-12. Checks head and size of target file 

 

 

Figure 3-13. Uses AES+RSA method to generate AES Key to encrypt file content 
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Qilin 
• Language: Golang 

• Target: Healthcare, Manufacturing, Automotive, Transportation, and more 

• First observed: August 2022 

• Victims in 2025 through July: 391 (as claimed by the ransomware gang) 

• Tags: 

o Exploits Fortinet firewall vulnerabilities (CVE-2024-21762, CVE-2024-55591) 

o Associated with nation-state group (Moonstone Sleet) 

o Has shut down multiple hospitals 

 

Qilin, also known as Agenda, is a Ransomware-as-a-Service (RaaS) that first emerged in 2022. Its 
rapid rise can be attributed to a highly customized and cross-platform design, enabling affiliates 
to deploy effectively across diverse environments. The sample analyzed in this research was 
developed in Golang and incorporates comprehensive persistence mechanisms as well as 
sophisticated antivirus evasion techniques. The main execution flow is shown in Figure 3-14. 

 

Figure 3-14. Qilin execution flow 
 

Qilin begins by invoking three core modules (ShadowsRemover, ProcessKiller, and 
ServicesKiller) that collectively prepare the system for encryption (see Figures 3-15, 3-16, 3-17, 
and 3-18) by doing the following: 

1. Deleting the Windows Volume Shadow Copies via execution of vssadmin.exe delete 
shadows /all /quiet to prevent file recovery 

2. Conducting the ProcessService_Boot to terminate blacklisted processes (such as backup 
tools, databases, and security applications) 
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3. Running the WindowsServicesKiller_Run to stop or disable selected Windows services 
that may interfere with the encryption process 

 

Figure 3-15. Invokes three core modules (ShadowsRemover, ProcessKiller, and ServicesKiller) 

 

 

Figure 3-16. Deletes the Windows Volume shadow Copies via vssadmin.exe 

 

 

Figure 3-17. Terminates blacklisted processes (such as backup tools, databases, and security applications) 
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Figure 3-18. Stops or disables selected Windows services 
 

Among them, when Qilin attempts to stop target services via the Windows SCM, it first opens 
the SCM handle (OpenSCManager) and the target service (OpenService). Then it queries the 
service status (QueryServiceStatusEx), modifies the service configuration 
(ChangeServiceConfig), and enumerates dependent services (EnumDependentServices). If the 
service is still running, it calls ControlService to send a stop control code and finally closes the 
service handle. We have observed that the services targeted for termination include security 
services such as ‘acronisagent’ and 'sentinelagent' (see Figure 3-19). 

 

Figure 3-19. The services targeted for termination include security services 

 

Persistence 

Qilin then copies its executable to C:\Public\enc.exe and registers an auto-start entry under the 
Windows Registry RunOnce key. This mechanism guarantees that the ransomware is launched 
automatically upon the next system reboot, thereby establishing persistence and ensuring 
continued execution even if the process is terminated during the current session (see Figures 3-
20, 3-21). 
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Figure 3-20. Location of the dropped ransomware executable (enc.exe) under C:\Users\Public 

 

 

Figure 3-21. Execution of registry modification to create a RunOnce entry 

 

Privilege Escalation 

During its execution, Qilin deploys a malicious DLL named pwndll.dll into the victim system’s 
public directory. This DLL is a tampered version of the legitimate WICloader.dll, originally part 
of the Windows Imaging Component loader, but modified by threat actors to include malicious 
code. 

In the next stage, Qilin leverages DLL injection to load the modified library into svchost.exe, a 
privileged and persistent Windows service process. However, injecting into a SYSTEM-level 
process such as svchost.exe requires access to a high-privilege security token. To achieve this, 
Qilin typically manipulates its own process token and invokes the AdjustTokenPrivileges API call 
to enable SeDebugPrivilege, thereby granting the capability to inject code into protected 
system processes (see Figures 3-22, 3-23). 
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Figure 3-22. The function responsible for injecting into the service process 

 

 

Figure 3-23. Enumerates process IDs (PIDs) to identify the instance named svchost.exe 
 

Once SeDebugPrivilege has been enabled, Qilin initiates a standard DLL injection routine 
against the running svchost.exe process. The sequence typically involves invoking OpenProcess, 
allocating memory through VirtualAllocEx, writing the malicious payload via 
WriteProcessMemory, creating a remote thread with CreateRemoteThread, and finally loading 
the tampered library using LoadLibrary("pwndll.dll"). The successful execution of pwndll.dll 
inside the high-privilege Windows service ultimately enables the ransomware to achieve 
persistent and stealthy code execution (see Figure 3-24). 
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Figure 3-24. Performs DLL injection against the running svchost.exe 
 

Our investigation showed that the enc.exe payload was launched via pwndll.dll and operates 
with NT AUTHORITY\SYSTEM privileges. The result is demonstrated in Figure 3-25, through 
Process Monitor output. 
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Figure 3-25. Process Monitor output shows enc.exe running with NT AUTHORITY/SYSTEM privileges 
 

Encryption 

At last, once Qilin obtains elevated privileges, it initiates the encryption process. The 
ransomware employs the AES-256 algorithm to encrypt file contents and subsequently uses an 
RSA public key to encrypt the AES keys, ensuring that decryption is infeasible without the 
corresponding private key (see Figures 3-26 and 3-27). 

 

Figure 3-26. Function used for enumerating all directories 
 

 

Figure 3-27. Function responsible for generating encryption keys for file encryption 
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After completing encryption, Qilin places a ransom note titled -RECOVER-README.txt in every 
directory. In addition, comprehensive log information is generated and stored under 
C:\Users\Public, with filenames distinguished by the process ID of the execution (see Figure 3-
28). 

 

Figure 3-28. Ransom notes dropped by Qilin ransomware 
 

 

SafePay 
• Language: C/C++ 

• Target: Manufacturing, Healthcare, and more 

• First observed: September 2024 

• Victims in 2025 through July: 229 (as claimed by ransomware gang) 

• Tags:  

o Exploitation of dynamic-link library (DLLs) 

 

Unlike most ransomware that executes itself via a .exe file, SafePay is launched through 
Windows’ native regsvr32.exe to execute an encrypted Dynamic-Link Library (DLL). SafePay first 
employs DLL side-loading / execution via regsvr32, using the built-in regsvr32.exe with the /i 
parameter to pass the command line directly to the malicious DllInstall function. This allows the 
attacker to legitimately activate the ransomware component (locker.dll) while bypassing certain 
security controls. This method is commonly used for malware loading, maintaining privileges, or 
evading detection. The overall execution flow of SafePay is shown in Figure 3-29. 
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Figure 3-29. SafePay execution flow 
 

As mentioned earlier, when regsvr32.exe is used to launch SafePay, a custom 32-character 
password must be supplied. Note that regsvr32.exe cannot execute an arbitrary DLL function, it 
can only call a fixed “custom installation entry point.” The command is executed as follows (See 
Figure 3-30): 

• "C:\Windows\SysWOW64\regsvr32.exe" /n "/i:-pass=[VictimID] -enc=3 -log -uac" 
C:\safepay.dll 

 

 

Figure 3-30. Calls a fixed custom installation entry point 
 

SafePay supports multiple parameters, such as (see Figures 3-31 and 3-32): 

• -uac: Attempts privilege escalation or controls UAC behavior 

• -selfdelete: Self-deletes after completing encryption 

• -network / -netdrive: Scans and encrypts network drives 

• -logging: Logs execution status 

• -pass: Used for Victim ID or key derivation 

• -path: Specifies the target path 

• -enc: Controls the encryption level 
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Figure 3-31. Pseudocode for parsing predefined parameters 
 

 

Figure 3-32. Ransomware log file created when the -logging parameter is enabled 

 

System Language Discovery 

We have observed that the threat actor uses GetSystemDefaultUILanguage and 
GetUserDefaultUILanguage to compare against a set of Russian and Central Asian language 
codes. If a match is found, the ransomware immediately calls ExitProcess. This shows that the 
threat actor aims to avoid infecting certain countries (see Figure 3-33). 
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Figure 3-33. API calls GetSystemDefaultUILanguage and GetUserDefaultUILanguage to check for Russian and Central Asian 
language codes 

Impair Defenses 

The ransomware starts a process handle to read its current Discretionary Access Control List 
(DACL) and create a new ACL. It first inserts a deny Access Control Entry (ACE) for the 
EVERYONE SID that blocks PROCESS_TERMINATE permissions. After copying all the original 
ACEs, it writes the new ACL back to the process object through SetSecurityInfo. This ensures 
that even administrator or security tools cannot terminate the ransomware via Task Manager, 
taskkill, or similar methods, providing self-protection and establishing persistence (see Figure 3-
34). 
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Figure 3-34. Inserts a deny ACE to block PROCESS_TERMINATE permissions 

 

String Obfuscation 

We also observed that SafePay uses a specific algorithm to obfuscate most strings, including 
the libraries, functions, and the content printed in its logs. Each encrypted string is protected 
with its own key. In light of that, we wrote a script to parse and decode them to understand 
which DLLs the threat actor loads, as shown in Figure 3-35. 
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Figure 3-35. Script written to parse and decode SafePay 

 

After decoding, we can see that the ransomware passes the decrypted DLL names to 
LoadLibraryA to dynamically load the corresponding libraries. Ultimately, all the loaded APIs are 
stored in memory, and we can use a script to automatically assign function names to them, as 
shown in Figure 3-36. 

 

Figure 3-36. Dynamic loading of decrypted DLLs through LoadLibraryA 

 
Debug Evasion 

The ransomware employs multiple anti-debugging techniques to evade monitoring. 

 



TXOne Networks 32 

 

 

 

 

1. Regarding hardware breakpoints, these are set via the DR0–DR3 registers to trigger 
breakpoints. Therefore, by checking whether these four debug registers are in use, the 
ransomware can detect the presence of hardware breakpoints (see Figure 3-37). 

 

Figure 3-37. Checks whether DR0-DR3 registers are in use 
 

2. The Process Environment Block (PEB) is a structure for each process that stores various 
status information about the process. At offset 0x02, there is a 1-byte flag called 
BeingDebugged: 

0x00 – no debugger 

0x01 – the current process is being debugged 

Ransomware can directly read the PEB via fs:[0x30] (on x86) or gs:[0x60] (on x64) to 
check the BeingDebugged flag and detect whether the process is under debugging (see 
Figure 3-38). 

 

Figure 3-38. Checks the BeingDebugged flag to detect whether the process is under debugging 
 

3. NtQueryInformationProcess is a Native API at ntdll.dll used to query internal information 
about a process. The ProcessInformationClass parameter specifies the type of 
information to retrieve. 

When ProcessInformationClass = ProcessDebugPort, Windows checks the DebugPort 
field of the process object (a member of the kernel EPROCESS structure). 

If no debugger is attached, DebugPort = NULL (0). 

If a debugger is attached, it contains a non-zero handle pointing to a Debug Object. 
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Ransomware can use this to detect if the process is being debugged (see Figure 3-39). 

 

Figure 3-39. Checks the DebugPort field of the process object 
 

4. In Windows, each process’s PEB contains a field called NtGlobalFlag. For programs that 
start normally, the value is usually 0x0. When a program is started under a debugger or 
with Global Flags (GFlags.exe) enabled, the system automatically sets debug-related 
flags. A commonly checked flag value is 0x70 (combination of 
FLG_HEAP_ENABLE_TAIL_CHECK | FLG_HEAP_ENABLE_FREE_CHECK | 
FLG_HEAP_VALIDATE_PARAMETERS) so that the ransomware can detect if these heap 
debug flags are set. If they are, the ransomware assumes it is running in a debugging or 
sandbox environment and may either exit or change its behavior (see Figure 3-40). 

 

Figure 3-40. Checks if flag value is 0x70 to detect anti-bug 

 

Disable or Modify Tools 

SafePay first enumerates all processes on the system and compares them against a blacklist. If a 
process name matches, it forcibly terminates it using TerminateProcess. Simultaneously, it 
opens and checks the status of specified services. If a service is running, it sends a stop 
command via ControlService and continuously polls until the service is stopped or a timeout 
occurs. This procedure effectively disables antivirus, protection, or backup processes and 
services, precluding potential intervention for encryption action (see Figure 3-41). 
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Figure 3-41. Sends a stop command via ControlService 

 

Delete Shadow Copy 

SafePay also calls ShellExecuteW to launch wmic shadowcopy delete, deleting the Volume 
Shadow Copies on the system. This removes backups which will prevent the victim from 
recovering encrypted files through system restore (see Figure 3-42). 

 

Figure 3-42. Launches wmic shadowcopy delete to delete shadow copies 

 

Privilege Adjustment 

The ransomware opens its own access token and parses privilege names (SeDebugPrivilege). It 
first checks whether it already has the privilege it needs. If not, it uses AdjustTokenPrivileges to 
enable it, then logs the result. In short, the goal is to ensure the process has high privilege in 
order to manipulate other protected resources (see Figure 3-43). 
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Figure 3-43. Uses AdjustTokenPrivileges to enable higher privilege levels 

 

Access Token Manipulation 

SafePay opens and reads its own token to obtain the Session ID and user SID and then 
enumerates all processes and compares each process’s token user information. When it finds a 
process running under the same user/session, it uses DuplicateToken to copy that process’s 
access token, allowing the ransomware to impersonate that user and conduct subsequent 
actions (see Figure 3-44). 

 

Figure 3-44. Uses DuplicateToken to copy the access token of that process 

 

Data Encrypted for Impact 

At the end, when preparing for file encryption, SafePay creates an RSA/AES context along with 
an I/O completion port. It spawns a number of threads equal to the CPU cores. Each thread 
serves as an encryption worker. It is initially created in a suspended state, then started via  
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NtResumeThread, and its attributes are modified via NtSetInformationThread (e.g., to hide the 
thread, optimize performance, or set CPU affinity). This design enables high-performance and 
multi-threaded encryption (see Figure 3-45). 

 

Figure 3-45. Spawns threads equal to the number of CPU cores, each serving as an encryption worker 
 

 

EKANS 
• Language: Golang 

• Target: Energy, Healthcare, Automotive, and more 

• First observed: December 2019 

• Tags:  

o ICS ransomware 

 

Although EKANS is not an active ransomware group in 2025, it is one of the few with ICS 
components. Therefore, we have also included it in our analysis. The overall execution flow of 
this ransomware is shown in Figure 3-46. 

 

Figure 3-46. EKANS execution flow 

 

We observed that EKANS not only strips debugging information but also obfuscates non-
standard functions to increase the difficulty of analysis. In addition, EKANS encrypts all hard-
coded strings within the program (at least 2,156 encrypted strings, each protected with a  
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unique decryption key). When the program needs to use these strings, it first invokes a 
decryption function to restore the string (see Figures 3-47 and 3-48). 

 

Figure 3-47. Obfuscates non-standard functions 

 

 

Figure 3-48. Invokes a decryption function to restore the string 
 

Before executing its attack behavior, some EKANS variants perform environmental checks on 
the victim device. These checks include comparing the system against hardcoded domain names 
and IP addresses and running the WQL query SELECT DomainRole FROM 
Win32_ComputerSystem to verify whether the device is a Standalone Workstation (DomainRole 
= 0). If the resolution fails or the device role is not a Standalone Workstation, the ransomware 
will not proceed with its attack, as shown in Figures 3-49 and 3-50. Similar to previously 
analyzed ransomware, EKANS also creates a mutex to prevent the ransomware from running 
more than once. 
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Figure 3-49. Resolves hardcore domain names 

  

 

Figure 3-50. Uses the WQL query to verify if the victim device is a Standalone Workstation 

 

EKANS also performs several highly sensitive operations, as described below. 

Firewall Operations 

• netsh advfirewall set allprofiles firewallpolicy blockinbound,blockoutbound 

o It sets the default inbound and outbound policies of all network profiles (Domain, 
Private, and Public) to BLOCK. This action is to prevent all unsolicited network 
connections, as shown in Figure 3-51. 

• netsh advfirewall set allprofiles state on 

o It enables the Windows Firewall for all network profiles. 

 

Figure 3-51. Sets firewall policies 
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Service and Process Termination 

To prevent interference from active services or processes during the encryption phase, EKANS 
attempts to terminate more than 300 services and 1,000 processes. From the termination 
target list, we can identify processes related to ICS including: 

• GE Proficy 

• HMIWeb 

• BlueStripe 

• Nimsoft CDM 

• Erlang 

• ThingWorx 

• etc. 

Delete Shadow Copy 

When conducting this strategy, EKANS initializes the COM library and creates an instance of the 
WbemScripting.SWbemLocator object. It invokes a COM method to run the WQL query “SELECT 
* FROM Win32_ShadowCopy” to enumerate the list of volume shadow copies. Subsequently, 
the ransomware leverages the object’s built-in Delete() method to delete shadow copies, as 
shown in Figure 3-52. 

 

Figure 3-52. Invokes a COM method to run the WQL query 
 

After completing the above operations, EKANS generates a list of file paths to encrypt and uses 
a hybrid scheme (combining the speed of symmetric encryption and the security of asymmetric 
encryption). For each target file, the ransomware first generates a unique symmetric key to 
encrypt the file contents. The symmetric key is encrypted with a RSA public key, appended to 
the end of the encrypted file, and written back to disk. Once all files have been encrypted, 
EKANS disables the firewall profiles to restore network connectivity. 

netsh advfirewall set allprofiles state off 
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04. In-Depth Analysis of ICS Malwares 
 

Since most ICS malware is developed in response to regional conflicts with specific targets and 
strategies, it varies significantly depending on its purpose. Using basic detection methods, such 
as hashes, IPs, domains, or tools, fails to provide adequate detection for ICS malware. As a 
result, when a new ICS malware emerges, most antivirus software is unable to detect it 
immediately. Past campaigns using ICS malware for attacks relied not only on common social 
engineering for initial access but also on vulnerabilities and, in some cases, even physical 
attacks. For example, the Stuxnet campaign exploited more than four zero-day vulnerabilities, 
while the 2024 FrostyGoop campaign leveraged router flaws to gain access to OT environments. 

Although no new public ICS malware appeared in the first half of 2025, escalating global 
conflicts in 2024 led to the emergence of several ICS malware families, including FrostyGoop, 
Fuxnet, and IOCONTROL. Before such malware samples are publicly discovered, there are 
usually no clear threat indicators available for defense. Therefore, it is necessary to adopt 
detection based on threat actor TTPs and implement multi-layered defense mechanisms to 
mitigate these threats. The following sections provide an in-depth analysis of FrostyGoop and 
IOCONTROL, both of which emerged in 2024. 
 

 

FrostyGoop 
• First observed: Apr 2024 

• Threat group: Threat actors supported by Russia 

• Target: Energy company in Ukraine 

• Affected devices: ENCO control devices 

• Impact: The ICS of a Ukrainian heating company were attacked, leaving residents without 
heating during sub-zero temperatures 

• Tags:  

o Windows-based 

o Golang 

o Modbus TCP 

 

FrostyGoop is a Windows-based binary, written in Golang. While the Modbus protocol is one of 
the most common ICS protocols, FrostyGoop is the first public malware to leverage it to impact  
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OT systems. After our analysis of FrostyGoop, we summarized its execution flow as shown in 
Figure 4-1. 
 

 

Figure 4-1. FrostyGoop execution flow 
 

As shown in Figure 4-2, FrostyGoop is a command-line tool. From the command-line options, it 
can be seen that the threat actor configures attack details through a JSON file, which specifies 
both the attack list and tasks. In the figure, FrostyGoop is instructed to conduct two tasks 
against the ICS device at 86.122.156.149. First, to execute a Read Holding Registers (Function 
code 3) at register address 53370. Second, to execute a Write Single Register (Function code 6) 
on register address 53882. 

 

Figure 4-2. FrostyGoop accepts command-line parameters and supports configuration via JSON files 
 

In addition to loading configuration from JSON file, FrostyGoop also allows threat actors to 
directly issue commands to conduct Modbus operations on ICS devices at specified IP addresses 
(see Figures 4-3 and 4-4). 



TXOne Networks 42 

 

 

 

 

 

Figure 4-3. Loads configuration from JSON file 

 

 

Figure 4-4. Issues commands to conduct Modbus operations 
 

Once the threat actor imports the attack configuration (using JSON as an example), the main 
activities consist of four stages as follows: 

 
Phase 1: Transform JSON into Golang data structure 

Through reverse engineering of the main.main function, it can be observed that FrostyGoop 
first reads the imported file and converts it into a customized main.TaskList structure. By 
further tracing the internal design of getTaskIpList(), we can see that FrostyGoop uses the 
standard os.ReadFile() to read the JSON file and then uses json.Unmarshal() to parse the file 
content into Golang data structures (see Figures 4-5 and 4-6). 
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Figure 4-5. Reads the imported file and converts it into a customized main.TaskList structure 
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Figure 4-6. Converts the file content into Golang data structures 

 

Phase 2: Create a separate thread for each target 

Since the configuration file may set multiple attack targets, FrostyGoop starts a separate thread 
for each target to parallelize Modbus attacks against every IP. From the decompiled program, it 
can be observed that it uses runtime.newproc(fn) to distribute tasks, where the function 
registered at line 513, main.main.func1(), is primarily responsible for parsing tasks. By further 
tracing this function, it implements a routing function designed to distribute different 
instruction tasks for the same attack target, such as Modbus read or write operations (see 
Figures 4-7 and 4-8). 
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Figure 4-7. Starts a separate thread for each target to parallelize Modbus attacks against every IP 

 

 

Figure 4-8. Implements a routing function designed to distribute different instruction tasks 
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Phase 3: Use open-source Modbus kit to build a client 

FrostyGoop leverages the open-source Modbus library from GitHub (github.com/rolfl/Modbus) 
and calls Modbus.NewTCP() to create a client for communicating with the victim device on port 
502/TCP. As shown in Figure 4-9, the function main.Task.taskWorker() is the core attack 
function, used for parsing the command specified in the task and executing the corresponding 
actions, such as sending Modbus read or write requests. 

 

Figure 4-9. Leverages the open-source Modbus library 

 

Phase 4: Execute the corresponding actions 

After successful handshakes with the target server, the malware enters the 
main.Task.taskWorker() function, primarily implementing three Modbus functions, including 
main.MbConfig.read, main.MbConfig.write, and main.MbConfig.writeMultiple (as shown in 
Figure 4-10). 

 

http://github.com/rolfl/Modbus
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Figure 4-10. Implements three Modbus functions to issue malicious commands 
 

Let’s use main.MbConfig.write as an example, which corresponds to Write Single Register 
(Function code 6). In addition to actually transmitting the attack packet via main.process(), it 
also invokes the logex.Debug() function from the gopkg.in/logex to print the actions (see 
Figures 4-11 and 4-12). 

 

Figure 4-11. Transmits the attack packet via main.process() 
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Figure 4-12. Invokes the logex.Debug() function to print the actions 
  

From the above analysis, it can be observed that although Modbus is a very common protocol in 
OT environments, traditional traffic detection mechanisms are still not necessarily capable of 
analyzing its packets. Even when malwares like FrostyGoop only employ basic function codes, 
traditional mechanisms remain ineffective against them. In light of this, when OT environment 
owners seek network security solutions, they should at least determine whether the solution 
supports the ICS protocols actually running in their environments. This not only enhances 
visibility within OT environments but also enables effective automatic learning of 
environmental behaviors, identifying any abnormal activities and threats posed by ICS 
malwares. 
 

 

IOCONTROL 
• First observed: Dec 2024 

• Threat group: CyberAv3ngers (Supported by Iran) 

• Target: Critical infrastructure in Israel and the U.S., including gas systems 

• Affected devices: PLCs, HMIs, IP cameras, routers, and IoT devices (including Baicells, D-
Link, Hikvision, Orpak, Phoenix Contact, Red Lion, Teltonika, Unitronics) 
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• Impact: Backdoor programs were installed in multiple critical infrastructures in Israel and 
the United States, enabling threat actors to manipulate OT environments at will\ 

• Tags:  

o Linux-based 

o MQTT 

o TLS encryption 

 

IOCONTROL is one of the few Linux-based (ARM 32-bit) ICS malware families and is compatible 
with multiple brands of control and IoT devices. Its key features include attempts to establish 
connections with a C2 server. In addition to using TLS encryption, it leverages MQTT—
commonly applied in IoT/IIoT environments—as a C2 protocol. After analyzing IOCONTROL, we 
summarized its execution flow, as illustrated in Figure 4-13. 

 

Figure 4-13. IOCONTROL execution flow 
 

This sample employs several evasion techniques. It is packed with UPX, a common packer that 
compresses executables; malware often uses this to evade detection. Consequently, some 
antivirus software detects packed files by looking for the "UPX" signature in the file header. To 
bypass this, IOCONTROL smartly replaces "UPX" with "ABC", which can prevent detection by 
antivirus software or automated analysis tools. Therefore, before analyzing this sample, we 
need to use a hex editor to change the signature back to "UPX" so we can extract the original 
ARM 32-bit binary, see Figure 4-14. 
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Figure 4-14. Change the signature back to “UPX” to extract the ARM 32-bit binary 
 

The main behaviors of IOCONTROL include the following five phases: 

Phase 1: Prepare MQTT auth necessary info 

MQTT is a lightweight communication protocol commonly found in IoT/IIoT, and with increasing 
IT-OT convergence, it is now frequently found in critical infrastructure environments. Using 
MQTT as a C2 channel can help reduce the likelihood of detection. To leverage this protocol, the 
malware prepares the necessary certificates and key material to connect to an MQTT broker. As 
shown in Figures 4-15 and 4-16, the sample contains a hardcoded GUID that can be used to 
design scripts to extract artifacts such as the AES key, MQTT broker address, and credentials 
used for broker authentication and encryption. 
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Figure 4-15. Prepares the necessary material to connect to the MQTT broker 
 

 

Figure 4-16. Designs scripts to extract MQTT information  
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Phase 2: Try to handshake with C2 server 

After our script successfully extracted the AES key and configuration information, we were able 
to analyze the details of the C2 communication. From this analysis, we noticed that the C2 
server is running an encrypted MQTT protocol. The server address is 
uuokhhfsdlk.tylarion867mino.com, using port 8883. At this phase, IOCONTROL continuously 
sends packets until a response is received (see Figures 4-18 and 4-19). 

 

Figure 4-17. C2 Server information 
 

 

Figure 4-18. Sends MQTT packets until a response is received 
 

Phase 3: Ensure persistence 

To achieve persistence, IOCONTROL installs itself under /bin/user, while the persistence script 
is placed at /etc/rc3.d/S93InitSystemd.sh (see Figure 4-20). Despite its name, the script relies on 
the older SysV init mechanism: files in /etc/rc3.d/ are executed automatically at runlevel 3, with 
the prefix S93 indicating startup order. Moreover, IOCONTROL transmits device information to 
the C2 server, including the outputs of uname, hostname, and whoami (see Figure 4-21). 
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Figure 4-19. Places a script under /etc/rc3.d folder for persistence 

 

 

Figure 4-20. Transmits victim device information to the C2 server 
 

Phase 4: C2 Loop 

Once the victim successfully connects to the C2 server, the threat actor can issue five C2 
operation types (see Figure 4-22): 

• Opcode 0: Resend victim information to the C2 server 

• Opcode 1: Verify that the backdoor is executable 

• Opcode 2: Execute arbitrary OS commands via system() 
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• Opcode 3: Terminate the malware and remove related indicators 

• Opcode 8: Scan ports on a specified IP range 

 

Figure 4-21. There are 5 operations that can be used 

 

Phase 5: Clean up and quit 

If the threat actor decides to terminate IOCONTROL, the malware will remove related 
indicators to achieve defense evasion. The sample removes the previously mentioned backdoor, 
the persistence script, and associated logs (see Figure 4-23). 
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Figure 4-22. Removes related indicators to achieve defense evasion 
 

From the analysis above, it is evident that when OT devices such as PLCs, HMIs, firewalls, and 
other components are infected with IOCONTROL, the malware can maintain persistence on 
compromised devices. Thus, threat actors can remotely execute arbitrary code, and, given the 
relative susceptibility of OT environments, attackers can launch high-impact cyberattacks at 
critical moments. 

05. Conclusion 
 

We found that malware appearing in, or targeting, OT environments has adopted increasingly 
sophisticated evasion techniques. These force researchers to spend more time on analysis and 
render traditional security solutions ineffective due to limited visibility. Furthermore, some 
ransomware groups collaborate with nation-state APT actors, leveraging vulnerabilities in 
perimeter devices to gain initial access. We also observed that active ransomware groups often 
overlap with OT environments already targeted by APT actors.  

Separately, in early 2025 the manufacturing sector faced the greatest threat from the Clop 
ransomware group, which was also the most active ransomware family in the first half of the 
year. Clop employs multiple advanced evasion techniques, including virtualization/sandbox 
evasion, masquerading, and obfuscation. These characteristics, combined with sophisticated 
intrusions, are why it’s necessary for OT environment owners to adopt multi-layered defense 
measures capable of detecting and responding to threats before they disrupt operations. 
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